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D.C. Circuit Upholds
Privilege Protections in
Compliance Investigations

On June 27, 2014, the U.S. Court of Appeals for the D.C. Circuit granted a writ of
mandamus and overturned a widely publicized decision by the district court, United
States ex rel. Harry Barko v. Halliburton Company et al.,' which had held that documents
relating to an internal investigation conducted by defendant Kellogg Brown & Root
Services, Inc. (“KBR”) were not protected from disclosure by the attorney-client privilege.”
In vacating the district court’s order to produce the documents at issue, the Court of
Appeals concluded that the lower court’s analysis was inconsistent with the seminal
Supreme Court case Upjohn Company v. United States, which held that the attorney-client
privilege protects confidential employee communications made during a business’s internal
investigation led by company lawyers.?

In so doing, the Court of Appeals expressly recognized that upholding the District
Court’s order could well have inhibited internal investigations initiated to review issues
arising under the FCPA. In this respect, the decision is an affirmation of the important
role played by internal investigations in corporate FCPA compliance efforts.

At the core of the D.C. Circuit’s opinion was its articulation of the “primary purpose”
test to be used in cases in which an attorney-client communication has multiple purposes.
According to the court, the privilege applies if “one of the significant purposes” of
the communication was to obtain or provide legal advice.? In the context of internal
investigations, the court reasoned, the privilege applies so long as obtaining or providing
legal advice was one of the significant purposes of the internal investigation, “even if there
were also other purposes for the investigation and even if the investigation was mandated

by regulation rather than simply an exercise of company discretion.”
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The District Court’s Opinion

The underlying case was brought by Harry Barko (“Barko”), a whistleblower plaintiff
who had alleged that KBR, Halliburton, and other contractors had overbilled the U.S.
government in connection with hundreds of war-zone construction contracts. During
discovery proceedings before a magistrate judge, Barko moved to compel KBR to produce
certain documents related to KBR’s prior internal investigation of the alleged billing
misconduct. The investigation had been conducted pursuant to statutory and contractual
requirements — imposed on all government contractors — that required KBR to establish
and administer a compliance program and conduct internal investigations, and, where
necessary, make self-reports of misconduct by its employees. The program was overseen by
KBR’s Law Department.

KBR opposed the motion, arguing that its investigation was protected by the attorney-
client privilege under Upjohn Company v. United States, which extended the privilege to
communications made by corporate employees to in-house counsel conducting an internal
investigation on the company’s behalf.® After the magistrate judge granted Barko’s motion to
compel and ordered KBR to disclose the documents, KBR sought review by the district court.

In an opinion issued on March 6, 2014, the district judge upheld the magistrate
judge’s order, holding that the investigation-related documents were not subject to the
attorney-client privilege because KBR failed to show that the communications “would
not have been made ‘but for’ the fact that legal advice was sought.”” The district court’s
decision focused on the fact that KBR’s compliance program was mandated by regulatory
requirements imposed on all government contractors by the Department of Defense.

In the court’s view, because the investigation would have been conducted in the ordinary
course of business, irrespective of whether legal advice was sought or provided, the
“primary purpose” of the internal investigation was regulatory compliance and not the
obtainment or provision of legal advice.®

The district court also distinguished the facts of the case from Upjohn by noting
that, unlike Upjohn: (1) the in-house attorneys did not consult outside lawyers before
beginning the investigation;’ (2) the interviews were generally not conducted by lawyers;'°
and (3) the witnesses interviewed were not expressly informed that the aim of the

interview was to facilitate legal advice."

The D.C. Circuit’s Opinion

KBR asked the district court to certify the privilege question to the D.C. Circuit for
interlocutory appeal. Upon the district court’s denial of the request for certification, KBR

filed a petition for a writ of mandamus in the D.C. Circuit, which stayed the document
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production order pending resolution of
the petition. In an opinion issued on June
27, 2014, the circuit court granted KBR’s
petition and vacated the district court’s
document production order.

The D.C. Circuit rejected the “but for” test
applied by the district court, noting that this
“novel approach to the attorney-client privilege
would eliminate the attorney-client privilege
for numerous communications that are made
for both legal and business purposes and that
heretofore have been covered by the attorney-
client privilege.”'* Rather, the correct test is the
“primary purpose” test, which, as articulated
by the D.C. Circuit, asks whether obtaining or
providing legal advice was “a primary purpose
of the communication, meaning one of the
significant purposes of the communication.”"
The circuit court emphasized that a court
should “not draw a rigid distinction between a
legal purpose on the one hand and a business
purpose on the other,” and should not
“presume that a communication can have
only one primary purpose.”"

As applied to internal investigations,
if one of the significant purposes of the
investigation was to obtain or provide legal
advice, the privilege will apply under the
court’s decision, “regardless of whether [the
investigation] was conducted pursuant to

a company compliance program required

by statute or regulation, or was otherwise
conducted pursuant to company policy.””
The D.C. Circuit also rejected the
district court’s other attempts to distinguish
the case from Upjohn. According to the

appellate court, Upjohn does not require

the involvement of outside counsel for the
application of the attorney-client privilege,
and “[o]n the contrary, the general rule ...
is that a lawyer’s status as in-house counsel
‘does not dilute the privilege.”'® Even non-

lawyers may conduct privileged interviews,

12.  Inre Kellogg Brown & Root Servs., Inc., 2014 WL 2895939, at *4 (emphasis added).

13.  Id.at*5.
14. Id.
15. Id.

16.  Id. at *3 (quoting In re Sealed Case, 737 F.2d 94, 99 (D.C. Cir. 1984)).

17.  Id. (citing FTC v. TRW, Inc., 628 F.2d 207, 212 (D.C. Cir. 1980)).

18. Id.
19. Id.
20. Id.at*1.

21.  Id. at *7 (internal quotation marks omitted).

22. Id.at*4.

provided the non-lawyers are acting as agents
of attorneys directing the investigation."”
Finally, with respect to the fact that KBR
did not expressly inform witnesses that each
interview was intended to facilitate legal
advice, the D.C. Circuit stated that Upjohn
does not require a company to convey
“magic words to its employees” in order to
invoke legal privilege for interviews.' It
was sufficient that KBR’s employees knew
that the legal department was conducting
a sensitive investigation and would protect

the information that they disclosed.”

The Importance of the Decision
As the D.C. Circuit noted, the district

court’s decision had “generated substantial
uncertainty about the scope of the attorney-
client privilege in the business setting,”*’
and had “the potential to work a sea change
in the well-settled rules governing internal
corporate investigations.”*' According to
the appellate court, the district court’s “novel
approach would eradicate the attorney-
client privilege for internal investigations,”**
thereby eviscerating the protections secured
by Upjohn.

Of particular concern was the
potentially chilling effect of the decision
on communications made in the course

of internal investigations conducted by

CONTINUED ON PAGE 4
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businesses required by law to maintain
compliance programs. As the D.C. Circuit
recognized, given the numerous federal laws
that require many companies to maintain
internal controls or compliance programs,
the district court’s approach “would disable
most public companies from undertaking

confidential internal investigations.”*

The FCPA was one such federal
law expressly cited by the D.C. Circuit.
Not unlike the regulatory requirement
that government contractors maintain
compliance programs and internal
controls systems,?* the FCPA requires
public companies to “maintain a system of
internal accounting controls” in order to
ensure management’s control, authority
and responsibility over company assets.”

Although not mandated under the law,

23. Id. at*7.
24. 48 C.F.R. 52.203-13 (2010).
25. 15 U.S.C.§ 78m(b)(2)(B) (2012).

internal investigations are a standard
mechanism by which issuers can, and often
do, ensure compliance. The Department
of Justice and Securities and Exchange
Commission have explicitly recognized the
value of such investigations as a potentially
effective tool. The FCPA Guide, published
jointly by the two agencies, advises that
compliance programs should include a
system for “employees and others to report
suspected or actual misconduct” and “an
efficient, reliable, and properly funded
process for investigating the allegation and
documenting the company’s response”®

The district court's opinion, if left
undisturbed, could have unnecessarily
exposed internal compliance investigations,
whether required by law or voluntarily
undertaken, to compelled production of
documents and giving of testimony in
both private and government actions. In
overturning the district court’s decision,
the D.C. Circuit has enabled companies
to continue building and investing in
robust compliance programs that include
self-investigation of potential regulatory
violations under the protection of the
attorney-client privilege.

Although the D.C. Circuit’s decision is
a testament to the judiciary’s recognition
of the privilege’s importance, it may not
necessarily reflect the view of every court.
To best maintain the privilege, companies
should ensure that they meet the other
requirements articulated by Upjohn and
its progeny. Internal investigations should

retain a focus on legal compliance, and

be monitored carefully by attorneys and
executed under their direction. Companies
and compliance departments also should
consider implementing some or all of the

following “best practices™:

a. Appointing one or more lawyers
(internal or external) to assess and
document in writing whether the
allegations/issues to be investigated
warrant legal involvement, and the

extent of legal involvement required;

b. Disseminating written policies that:
(i) provide threshold guidance for when
attorneys should be involved; (ii) identify
clear examples of non-routine matters
in connection with which litigation
or enforcement proceedings could
reasonably be expected (.., allegations
of fraud, improper payments, etc.);
and (iii) flag other situations regularly
encountered in the company’s operating
environment, requiring prompt

escalation to the legal department;

c. Identifying one or more lawyers to
monitor investigative processes and
act as gatekeepers for key investigative
decisions (e.g., timeline planning,
witness selection, report drafting,
and review), regardless of whether
the relevant function with overall
responsibilities for investigating a given

mactter is audit, compliance, or legal;

d. Providing Upjohn warnings to witnesses
interviewed by lawyers, noting that

the content of their interviews are
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subject to legal privilege and the duty of
confidentiality, both held by and owed

to the company.”’

Relying on attorneys to conduct
sensitive investigations and supervise
non-attorney investigators, with
outside counsel retained for the most
sensitive, high-risk investigations and
consideration of sending “Upjohn
letters” to non-lawyer investigators

to deputize them with powers to act
under the direction and supervision of
a lawyer, and to include explicitly their

work product within legal privilege.?®

Relying on counsel to retain and supervise

external experts and investigators.

Noting expressly those cases in which
investigation reports drafted by

non-lawyers are being addressed and

27

28.

sent to counsel expressly requesting

legal advice.

h. Labeling appropriately those documents
subject to attorney-client privilege and the
work-product doctrine, recognizing that
the courts are suspicious of over-usage
and potential abuse and that these labels

therefore should not be applied blindly.

The Court of Appeals’s decision
unquestionably represents a victory for the
protections afforded by the attorney-client
privilege, helping ensure that internal
investigations remain a viable mechanism
for assisting compliance with the FCPA
and other laws. Companies and their
compliance departments nevertheless
should remain vigilant and continue taking
conscientious steps to protect privileged and
otherwise protected communications made

in the course of internal investigations.
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In Upjohn, the Supreme Court held that communications between the in-house counsel and employees of a company could attract legal privilege, but the company controls

the privilege as the client-beneficiary of the communications. 449 U.S. at 390-91. Hence, the provision of the Upjohn warning has become typical practice in investigations

to protect the company’s interest in legal privilege vis-a-vis potential third parties, including its employees.

Id. The provision of Upjohn letters can be critical to preserving a company’s legal privilege during investigations conducted principally by non-lawyers. It does so by

memorializing the purpose of the investigation (e.g., to facilitate the provision of legal advice and the creation of litigation work product, and to maintain confidentiality), and

by providing relevant instructions to and conferring authority on the investigators in respect of such purposes.
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NEWS FROM THE BRICs

Bringing Money and Data Back to Russia

In the first six months of 2014,
Russia has moved ahead on a number of
initiatives said to target bolstering the
country’s national security in the financial
and data privacy areas. In the shadow
of increased tension between Russia and
the West, legislative proposals aimed at
“domesticating” funds earned in Russia or
by Russian nationals, as well as personal
information about Russian nationals,
have passed various legislative hurdles and
appear to be on their way to enactment.
This article provides a brief summary of
those initiatives, focusing in particular on
their potential impact on anti-corruption
compliance efforts of companies and

business units operating in Russia.

|. De-Offshorization Initiatives

For reasons often related to tax
optimization, the use of offshore structures
by Russian nationals and companies have
long been an ever-present, and lawful,
feature of the Russian business landscape.
Notwithstanding the lawfulness of using
offshore companies, the offshoring of
Russian business unsurprisingly has been

subject to much criticism in the Russian

national media and among top Russian
officials and has been viewed as reducing
the country’s tax base and undermining
Russia’s security and its legal regime.!

The call for de-offshorization initiatives
gained strength starting in 2011, when
Vladimir Putin, Russia’s Prime Minister
at the time, announced that offshorization
deprives the Russian government of the
right to manage the national economy
and constitutes a serious threat to national
security.? In December 2012, in his
annual address to the Federal Assembly,
President Putin emphasized the need for
a comprehensive set of measures designed
to reverse the offshoring of the Russian
economy and instructed the government to
enact corresponding laws and regulations.’
He reiterated that view in his 2013 address,
and a series of steps aimed at returning to
Russia what are seen as Russian businesses
was included in the list of 2013 Policy
Priorities of the Russian Government.*

This spring, the first significant
legislative proposals aimed at limiting
offshorization were introduced, including
amendments to Russian tax law, proposed

on March 18, 2014 by the Ministry of

Finance, and the National De-Offshorization
Plan, adopted in April 2014. In general
terms, these de-offshorization proposals
aim to remove tax advantages associated
with the use of offshore companies and to
provide incentives for Russian beneficiaries
of offshore structures to abandon them and
“repatriate” funds to Russia.’

The tax legislation revisions are
currently under consideration by the
relevant Russian government bodies® and
may be amended before they come to
the floor of the Russian Parliament this
summer. The legislation is expected to take
effect, in one form or another, on January
1, 2015. The draft legislation has been the
subject of much debate and criticism in the
Russian business community, which has
already resulted in softening of some of
its requirements, such as introducing a 3-5
years’ transition period, during which some
of the legislation’s provisions would
not apply.”

Further, earlier this month, President
Putin proposed legislation that would
prohibit government officials involved in
decisions relating to Russia’s sovereignty

and national security from opening or
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holding bank accounts in foreign banks.®?
The proposal builds on a 2013 law that
enacted the same prohibition, but applied
it to only the most senior government
officials, such as heads of ministries and
federal agencies. Although the list of
officials subject to the new legislation has
not yet been published, it is likely to be
much broader. The proposed legislation
also requires high-level government officials
to disclose transactions the aggregate
amount of which exceeds the official’s
income over the past three years, and also
applies that requirement to spouses and
children of such officials.

Although the results of Russia’s de-

offshorization efforts remain to be seen,

if successful they could have substantial
impact on Russia’s anti-corruption
efforts. First, offshore structures located
in jurisdictions with strong confidentiality
protections and weak anti-money
laundering and related legislation are
widely perceived as serving as safe havens
for illegally obtained profits, including
proceeds from corrupt transactions.” If
offshorization is indeed curtailed — rather
than just driven into ever more complicated
ownership structures — it could help reduce
corruption or at least make it more difficult
for government officials to conceal funds.
Second, and most importantly for
companies operating in Russia that
seck to abide by Russian and non-
Russian anti-corruption laws alike,
successful de-offshorization could lead
to greater transparency of their Russian
business partners, including sales agents,
consultants, and other intermediaries. One
of the de-offshorization plan’s initiatives is
to create a register of beneficial owners of
all companies operating in Russia, which is
intended to allow government authorities
and others to obtain reliable information
about the ownership of companies. If
successful, that would help remedy one of
the recurring problems of conducting due
diligence on Russian companies, namely
the lack of transparency of ownership that

can stop a due diligence effort in its tracks.

Il. “Domestication” of Data

As it seeks to counteract the
offshorization of funds, Russia has also
introduced a set of what could be even
more controversial initiatives, aimed at
counteracting the “offshorization” of data
and information. That effort has been
advocated by the Russian government as a
means to safeguard personal information
of Russian nationals and protect Russian
national security, but has been criticized
by commentators as an attempt to restrict
freedom of speech and impose government
control on the Internet.

In the latest development on this
issue — and the one that may well have a
serious impact on non-Russian companies
operating in Russia — on July 4, 2014, the
Russian Parliament adopted an amendment
to the Federal Law No. 152-FZ on Personal
Data, which was approved by the Council
of Federation on July 9, 2014.1° If signed
by President Putin, the amendment will
become effective on September 1, 2016.
With certain limited exceptions, the law
requires all “personal data operators” to
maintain identifying information about
their Russian users on servers located
in Russia.!”

Public discussion of the law and
arguments for it have focused on
information stored at social networking

sites, electronic mail services, airline
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booking websites, and similar Internet
portals that handle personal information
of millions of users.'” The amendment as
drafted, however, may have a much broader
impact and affect every company in Russia
that stores information about its Russian
clients or employees, including emails of its
employees, on servers that may be located
or transferred abroad. For example, a

U.S. company operating in Russia that
operates a centralized email system located
outside of Russia — or that backs up servers
located in Russia on foreign servers — can
be viewed as within the scope of the
legislation and may run afoul of it.

This may present challenges for
companies subject to government
investigations or inquiries outside of
Russia, which may be required to produce
to foreign regulators various documents,
including emails, of Russian employees.

In addition to the already difficult task
of complying with the pre-amendment
provisions of the existing Law on Personal
Data, such companies may need to make
sure that the various steps in the data

collection and review process take place

using or on Russian servers, even when
consents of personal data subjects for such
collection and review have been obtained.
Further, the sponsors of the legislation
have stated that it is aimed at providing an
opportunity for Russian nationals to request
that their personal data be deleted from
search websites and similar services, on the
heels of the European Court of Justice’s
“right to be forgotten” decision. It is not
clear whether Russian nationals could take
that rationale a step further and request,
for example, deletion of their personal data
from work emails located on employers’
servers, after employment terminates. If
so, that would create a further hurdle for
the companies operating in Russia that are
subject to foreign regulator inquiries, or even
to routine corporate disclosure or similar
obligations outside of Russia.
De-offshorization and data domestication
can be seen as two sides of the same policy
coin, aimed at strengthening Russian security
and control over its money and data, but the
two initiatives may operate at Cross-purposes
when it comes to efforts by companies

operating in Russia to conduct external due

diligence or internal investigations. While
de-offshorization, if successful, may result
in greater transparency of Russian business,
data domestication and attendant limitations
on companies’ ability to handle data of their
employees and third parties may further
complicate their anti-corruption compliance

efforts in Russia and abroad.
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