
I
n 2017, we saw an increased focus 
on anti-money laundering (AML) by 
regulators, which has continued in 
2018 as seen in the recent enforce-
ment action against Rabobank, N.A. 

See United States v. Rabobank, N.A., 
No. 18 Cr. 0614 (S.D. Cal.) (Depart-
ment of Justice enforcement action); 
In the Matter of Rabobank, N.A., No. 
AA-WE-2017-82 (FinCEN enforcement 
action). Given this increased focus, we 
wanted to provide specific suggestions 
to compliance officers, senior manage-
ment teams and boards of directors for 
strengthening their financial institu-
tions’ AML compliance programs. We’ve 
also included important upcoming AML 
compliance deadlines.

Suggestions for Strengthening  
   AML Compliance

(1) Cut the flow of suspicious trans-
actions. Several of 2017’s AML enforce-
ment actions illustrated the need for 
financial institutions to go beyond 
merely detecting and reporting suspi-
cious transactions. Financial institu-
tions should continue to review and 
file suspicious activity reports (SARs) 
on related, ongoing activity and where 
appropriate, stop transactions by clos-
ing accounts or otherwise interdicting 

their flow through the institution. See 
In re Deutsche Bank, Consent Order, 
2017 WL 735666 (N.Y. Bnk. Dept. Jan. 
30, 2017) (noting the bank failed to 
identify suspicious activity). Further, 
it is pertinent to have written proce-
dures regarding ongoing monitoring 
and the steps to be taken in response 

to suspicious activity—even if the 
jurisdiction does not require written 
guidelines. In addition, there should 
be checks in place to ensure that deci-
sions to file SARs are not impeded by 
concerns about internal requirements 
to close accounts, as the decisions 

are related but independent of each  
other.

(2) Review institutional subpoena 
compliance processes. Last year, 
significant AML enforcement actions 
continued to be brought by criminal 
prosecutors—and it is likely that these 
investigations all began with the service 
of a subpoena. But in the United States, 
at least, investigation by the govern-
ment of suspicious activity does not 
relieve financial institutions of their 
responsibility to continue to monitor 
that same activity and file SARs when 
appropriate. (The rules vary in other 
jurisdictions.) Financial institutions 
should ensure that they have written 
procedures detailing when such cases 
should be escalated to the AML compli-
ance staff. Whether or not a SAR is war-
ranted, such incidents may also reveal 
risks that warrant additional controls 
or procedures.

(3) Remember that subpoena com-
pliance is not ‘cooperation’. Some of 
last year’s enforcement actions serve 
as a reminder that in a serious AML 
compliance failure, U.S. law enforce-
ment and regulatory agencies take a 
narrow view of the term “cooperation” 
when determining whether a financial 
institution is entitled to a reduced pen-
alty or other favorable treatment. See 
U.S. Department of Justice, Criminal 
Division, Money Laundering and Asset 
Recovery Section, Banamex USA and 
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Financial institutions should 
continue to review and file 
suspicious activity reports (SARs) 
on related, ongoing activity and 
where appropriate, stop trans-
actions by closing accounts or 
otherwise interdicting their flow 
through the institution.



Citigroup, Non-Prosecution Agree-
ment (May 18, 2017) (noting Banamex 
received only partial cooperation credit 
for its cooperation because its initial 
efforts to provide information to the 
DOJ were neither timely nor substan-
tial). Legal counsel experienced in 
corporate cooperation cases should 
be consulted when law enforcement 
inquiries turn from a routine review 
of transactional records to examining 
the roles of institutional personnel or 
processes, such as transaction surveil-
lance, sanctions compliance or fraud 
detection, among others.

(4) Continue to invest in your  
people. Having a strong in-house AML 
team and providing effective and ongo-
ing AML training to all staff is essential 
for reliable AML compliance. However, 
given the U.S. government’s continued 
focus on enforcing individual liability, 
we expect that the process of attracting 
and retaining senior compliance offi-
cers will continue to be challenging. See 
the following for examples of instances 
where regulators have brought enforce-
ment actions against individuals: U.S. 
Department of Justice, Criminal Divi-
sion, Money Laundering and Asset 
Recovery Section, Banamex USA and 
Citigroup, Non-Prosecution Agreement 
(May 18, 2017); Press Release, FinCEN, 
FinCEN and Manhattan U.S. Attorney 
Announce Settlement with Former Mon-
eyGram Executive Thomas E. Haider 
(May 4, 2017); Press Release, U.S. Attor-
ney’s Office, N. Dist. of Cal., Russian 
National and Bitcoin Exchange Charged 
in 21-Count Indictment for Operating 
Alleged International Money Launder-
ing Scheme and Allegedly Laundering 
Funds from Hack of Mt. Gox (July 26, 
2017).

Despite this challenge, it is cru-
cial that financial institutions have 

adequate staffing with respect to AML. 
This is highlighted by the Financial 
Crimes Enforcement Network’s (Fin-
CEN) most recent action against Rabo-
bank, N.A. See United States v. Rabo-
bank, N.A., No. 18 Cr. 0614 (S.D. Cal.) 
(Department of Justice enforcement 
action); In the Matter of Rabobank, 
N.A., No. AA-WE-2017-82 (FinCEN 
enforcement action). FinCEN specifi-
cally cited to the fact that Rabobank 
at one point only had three people to 
review approximately 2,300 alerts and 
two people to conduct at times 100 
investigations per month. Statement 
of Facts, United States v. Rabobank, 
N.A. These numbers of staff, taken 

together with the size of Rabobank, 
N.A. and the profile of its customers, 
among other factors, was deemed 
insufficient by FinCEN. Further, in a 
recent coordinated action by the OCC, 
FinCEN, the Federal Reserve Board 
and the Department of Justice against 
U.S. Bank, regulators noted that the 
bank operated its AML program “on 
the cheap by restricting head count 
and other compliance resources. 
Press Release, Dep’t of Justice, Man-
hattan U.S. Attorney Announces Crimi-
nal Charges Against U.S. Bancorp for 
Violations of the Bank Secrecy Act, 
(Feb. 15, 2018). U.S. Bank was ordered 
to pay over $600 million in forfeitures 
and fines.

(5) Review Your AML governance 
and accountability guidelines. Fric-
tion between AML staff and business 
personnel can occur for a variety 
of reasons. To the extent that such 

friction results from active engage-
ment with compliance issues by AML 
staff, these encounters are not nec-
essarily cause for concern. Robust 
debate and reasoned discussions 
are important components of a well-
functioning AML program. That said, 
financial institutions should review 
their processes for resolving such 
conflicts and for holding individuals 
accountable for their compliance-
related decisions, just as they would 
for their business-related decisions.

(6) Ensure your board is active-
ly engaged. New York state now 
requires covered financial insti-
tutions to adopt either an annual 
board resolution or a senior officer 
compliance finding to certify the 
institution’s compliance with Rule 
504, the state’s new AML regula-
tion. The early drafts of this rule 
imposed criminal penalties for filing 
an “incorrect or false” certification 
and would have injected into the 
global AML regime a new and rela-
tively low threshold for prosecuting 
board members and senior manage-
ment. While the provision of Rule 
504 imposing criminal penalties was 
dropped in the final rule, the mes-
sage from the New York Department 
of Financial Services was clear—and 
the sentiment is shared by regula-
tors far beyond the state’s borders. 
For many years, regulators have 
stressed the importance of the “tone 
at the top” and “culture of compli-
ance” at financial institutions. When 
the board of directors demonstrates 
that rigorous risk management is 
a priority, accountability tends to 
permeate throughout the organiza-
tion. However, active engagement 
rather than passive review requires 
knowing the right questions to ask. 
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It is crucial that financial institu-
tions have adequate staffing 
with respect to AML.



Ongoing training for the board is as 
important as it is for all employees.

(7) Follow proposed changes to 
U.S. AML regulations. A year ago, 
The Clearing House Association, the 
banking association and payments 
company owned by 25 of the world’s 
largest commercial banks, issued a 
report identifying a number of areas 
where the AML/CFT (Combatting 
the Financing of Terrorism) process 
can be made more efficient, from a 
reordering of enforcement priorities 
to promoting innovation by finan-
cial institutions in developing new 
AML technologies. See The Clearing 
House, A New Paradigm: Redesign-
ing the U.S. AML/CFT Framework to 
Protect National Security and Aid Law 
Enforcement (February 2017).

Support for AML modernization 
is reaching a critical mass in Con-
gress. The Senate Banking Commit-
tee held two hearings in January 
devoted to reforming BSA enforce-
ment; Committee Chair Mike Crapo 
(R-Id.) pointed to “a clear bipartisan 
interest in modernizing the BSA/AML 
regime.” See U.S. Senate Comm. on 
Banking, Housing, and Urban Affairs 
(Senate Banking Comm.), Hearing 
Testimony, Combating Money Laun-
dering and Other Forms of Illicit 
Finance: Opportunities to Reform 
and Strengthen BSA Enforcement 
(Jan. 9, 2018); and Senate Banking 
Comm., Hearing Testimony, Admin-
istration Perspectives on Reforming 
and Strengthening BSA Enforcement 
(Jan. 17, 2018). See also Statement of 
Senator Mike Crapo, Committee on 
Banking, Housing, and Urban Affairs 
(Jan. 17, 2018). The impetus for such 
modernization will only be strength-
ened by the rise of virtual currency 
platforms, which pose a new level of 
enforcement challenge. Given these 

developments, those responsible for 
AML enforcement should place extra 
emphasis on monitoring develop-
ments in Washington.

Upcoming AML Deadlines and  
    Anticipated Rulemaking

Certification of Compliance with 
New York State Part 504 Rule—by 
April 15, 2018. The New York State 
Department of Financial Services’ new 
anti-money laundering regulation, Rule 
504, went into effect on Jan. 1, 2017. 
See Client Update, NYDFS Issues Final 
Anti-Money Laundering and Sanctions 
Rule (July 6, 2016). Covered institutions 
must adopt either an annual board res-
olution or a senior officer compliance 
finding to certify compliance with the 
regulation. The first such certification 
is due by April 15, 2018.

Full Compliance With FinCEN’s Ben-
eficial Ownership Rule—By May 11, 
2018. On May 11, 2016, FinCEN pub-
lished its final rule expanding customer 
due diligence (CDD) requirements. See 
Client Update, FinCEN Issues New Rule 
Requiring Identification of Beneficial 
Owners and Risk-Based Customer Due 
Diligence (May 16, 2016). Covered finan-
cial institutions must comply with the 
CDD rule by May 11, 2018.

The rule imposes two new, and sig-
nificant, requirements: First, it requires 
covered financial institutions to estab-
lish procedures to identify, and verify 
the identity of, the beneficial owners of 
legal entity customers that open new 
accounts, unless there is an exception.

Second, it adds a “fifth pillar” to exist-
ing anti-money laundering (AML) pro-
gram requirements. Currently, AML pro-
grams have four pillars—policies and 
procedures; a designated AML com-
pliance officer; testing; and training. 
The final rule adds to these program 
requirements by mandating risk-based 

procedures for conducting ongoing 
customer diligence to understand the 
nature and purpose of the customer 
relationship.

Financial institutions have reportedly 
voiced concerns about some aspects of 
the rule including whether, and under 
what circumstances, financial institu-
tions would have to identify individuals 
who own less than 25 percent of the 
equity interests of a legal entity cus-
tomer. In response, FinCEN indicated 
that it would likely issue additional 
guidance.

FinCEN’s Final AML Rule for Reg-
istered Investment Advisors (RIAs). 
On Aug. 25, 2015, FinCEN proposed 
regulations that would extend manda-
tory AML requirements to all invest-
ment advisers registered or required 
to be registered with the Securities 
and Exchange Commission under the 
Investment Advisers Act of 1940. See 
Client Update, FinCEN Proposes Anti-
Money Laundering Rules for Invest-
ment Advisers (Aug. 31, 2015). RIAs 
anticipated the issuance of the final 
rule in 2017.

The proposed rules would require 
investment advisers to develop and 
implement written AML programs, 
put in place policies and procedures 
to detect and report suspicious activi-
ties, and to comply with mandatory 
information-sharing requirements, 
including responding to law enforce-
ment inquiries under the USA PATRIOT 
Act. Once final rules are adopted, a RIA 
with deficient AML policies, procedures 
or controls may be at risk for civil or 
criminal liability.
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