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Charges Against Virginia Company Showcase

U.S. Government's Focus on Enforcing
Sanctions and Export Controls

November 19, 2024

Key Takeaways

e The United States Department of Justice (“DOJ”) charged Eleview International Inc.
(“Eleview”), a Virginia-based e-commerce company, and two of its executives with
violating export control restrictions imposed on Russia in a scheme that involved
transshipping goods through third countries.

e DOJ’s action against Eleview and its executives is emblematic of a larger enforcement
trend, wherein the U.S. government has focused its prosecutorial efforts on
“corporate national security,” including on companies and executives involved in the
shipment of advanced and sensitive technologies to nation-state adversaries through
third countries to evade expanding sanctions and export control restrictions. In early
2023, DOJ and the Department of Commerce (“DOC”) launched the Disruptive
Technology Strike Force for that purpose and have been bringing these types of
cases across the country.

e Companies should carefully evaluate their sanctions and export control risks and
compliance programs to identify, remediate, escalate internally, and potentially
report any activity that may be prohibited by sanctions and export control laws.

DOJ’s Charges Against Eleview International Inc.

On November 4, 2024, DOJ charged Eleview International Inc. and two of its senior
executives with conspiracy to violate export control restrictions imposed on Russia
following its invasion of Ukraine.! DOC and DOJ’s interagency Disruptive Technology

See Press Release, U.S. Dep'’t of Just., Virginia Company and Two Senior Executives Charged with Illegally
Exporting Millions of Dollars of U.S. Technology to Russia (Nov. 4, 2024),
https://www.justice.gov/opa/pr/virginia-company-and-two-senior-executives-charged-illegally-exporting-
millions-dollars-us [hereinafter Eleview Press Release].
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Strike Force and DOJ’s Task Force KleptoCapture investigated the case.? The Disruptive
Technology Strike Force, which operates under the leadership of DOJ’s National
Security Division (“NSD”) and DOC’s Bureau of Industry and Security,® aims to “target
illicit actors, protect supply chains, and prevent critical technology from being acquired
by authoritarian regimes and hostile nation states.” Task Force KleptoCapture has a
complementary mission: it is dedicated to enforcing sanctions, export restrictions, and
economic countermeasures that the United States has imposed on Russia and was stood
up in March 2022.° Together, these units are now regularly bringing enforcement
actions in support of the NSD’s new “corporate national security” mission.

The government alleges that Eleview transshipped over $6 million worth of goods and
equipment through Turkey, Finland, and Kazakhstan in an effort to disguise the end
recipient, which was in Russia, in violation of U.S.-imposed sanctions and export control
laws.°

According to the government, the company operated an e-commerce website, which
allowed Russian customers to order goods and technology from U.S. retailers. Prior to
February 24, 2022, the company would ship the ordered products directly to its Russian
customers from its warehouse in Chantilly, Virginia.” After Russia invaded Ukraine,
DOC imposed strict export controls against Russia.® These measures severely restricted
Russian customers’ access to sensitive technologies that could be used to bolster the
Russian defense sector, including access to semiconductors, telecommunication
equipment, encryption security, lasers, and navigation systems.’ Following these
increased restrictions, Eleview allegedly continued to export products to Russia using
three schemes meant to conceal the true destination of the goods. The government
alleges that, instead of directly shipping the products, Eleview listed intermediary

2 Id

Press Release, U.S. Dep’t of Just., Justice and Commerce Departments Announce Creation of Disruptive
Technology Strike Force (Feb. 16, 2023), https://www.justice.gov/opa/pr/justice-and-commerce-departments-
announce-creation-disruptive-technology-strike-force [hereinafter Strike Force Press Release].

Eleview Press Release.

> Press Release, U.S. Dep’t of Just., Attorney General Merrick B. Garland Announces Launch of Task Force
KleptoCapture (Mar. 2, 2022), https://www.justice.gov/opa/pr/attorney-general-merrick-b-garland-announces-
launch-task-force-kleptocapture.

Eleview Press Release; Aff. in Support of a Criminal Compl. and Arrest Warrant, United States v. Eleview Int’l
Inc., No. 124-MJ-00439-LRV (E.D.V.A. Nov. 1, 2024) 11 3-10 [hereinafter Aff.].

7 Aff. 7 24-25.

See Press Release, U.S. Dep’t of Com., Commerce Implements Sweeping Restrictions on Exports to Russia in
Response to Further Invasion of Ukraine (Feb. 24, 2022), https://www.bis.doc.gov/index.php/documents/about-
bis/newsroom/press-releases/2914-2022-02-24-bis-russia-rule-press-release-and-tweets-final/file.

See Press Release, The White House, Fact Sheet: Joined by Allies and Partners, The United States Imposes
Devastating Costs on Russia (Feb. 22, 2024), https://www.whitehouse.gov/briefing-room/statements-
releases/2022/02/24/fact-sheet-joined-by-allies-and-partners-the-united-states-imposes-devastating-costs-on-
russia/.
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freight forwarders as the “ultimate consignee” of the goods.”* Under Eleview’s direction,
those intermediary shippers then forwarded the goods to their actual destinations in
Russia.

In the first scheme, Eleview allegedly transshipped nearly $1.5 million worth of
telecommunications equipment from the United States through Turkey. The
equipment was then forwarded to a major Russian telecommunications company that
was known to equip the Russian government, including Russia’s Federal Security
Service. In the second scheme, Eleview allegedly transshipped over $3.4 million worth
of goods, including Tier 1 High Priority protected items," through Finland, which were
forwarded to customers in Russia. In the third scheme, the company allegedly
transshipped nearly $1.4 million worth of consumer goods, electronics, and
telecommunications equipment, including thousands of dollars’ worth of goods that
were known to have military applications, through Kazakhstan, which were forwarded
to customers in Russia.”?

DOJ Takes Center Stage in Export Control Prosecutions

The charges against Eleview signal that DOJ’s NSD is focused on holding corporate
actors accountable for violating U.S. export controls and sanctions laws. NSD is now
taking on a much larger and more active role in directly investigating and prosecuting
export control violations. Last year, Deputy Assistant General (“DAG”) Lisa Monaco
announced that DOJ would increase investigations and prosecutions involving
corporate crime and national security and that it would hire the first-ever Chief Counsel
for Corporate Enforcement and 25 new NSD prosecutors.'? Further, in February 2023,
DOC and DOJ formed the inter-agency Disruptive Technology Strike Force, another
sign of the government’s focus on enforcing export control laws and protecting critical
technologies from being acquired or used by nation-state adversaries.

0 Aff. 17 10, 38.
11 According to the Bureau of Industry and Security, Tier 1 High-Priority Items are “[i]tems of the highest
concern due to their critical role in the production of advanced Russian precision-guided weapons systems,
Russia’s lack of domestic production, and limited global manufacturers.” See Russia Export Controls - List of
Common High-Priority [tems, U.S. Dep’t of Com., Bureau of Indus. and Sec. (Feb. 23, 2024),
https://www.bis.doc.gov/index.php/licensing/13-policy-guidance/country-guidance.

2 See Aff. 7 5-9.

13 Press Release, U.S. Dep’t of Just., Justice Department’s National Security Division Announces Key Corporate
Enforcement Appointments (Sept. 11, 2023), https://www.justice.gov/opa/pr/justice-departments-national-
security-division-announces-key-corporate-enforcement.

14 Strike Force Press Release.



Debevoise November 19, 2024
&Plimpton

Recent speeches by senior DOC and DOJ officials confirm this approach. In a March
2024 speech, DAG Monaco discussed DOJ’s plans to create a new whistleblower rewards
program that would provide incentives for whistleblowers to report corporate crime to
DOJ.'® At the same conference, Assistant Attorney General for National Security
(“AAG”) Matthew Olsen announced that “finding and prosecuting corporate and
individual wrongdoers is a core responsibility” of NSD and discussed its revamped
voluntary disclosure policies.’ These policies provide that, absent aggravating factors,
NSD will not seek a guilty plea where a company has voluntarily self-disclosed,
cooperated, and remediated the misconduct.'” AAG Olsen mentioned that several
companies had already taken advantage of these new policies.

Last year, the Assistant Secretary for Export Enforcement at DOC, Matthew Axelrod,
announced new policies and initiatives to incentivize corporate compliance with export
control rules, including that a company’s deliberate non-disclosure of a significant
possible violation of export regulations would be considered an aggravating factor under
penalty guidelines and that future cooperation credit could be awarded to competitors
that disclose another company’s violations.” In March, Assistant Secretary Axelrod
relayed that, since last year, DOC had received a significant increase in investigative
leads based on tips from industry.”

And indeed, the government has increased its enforcement of corporate crime relating
to the nation’s security interests. For example:

e On October 16, 2024, Raytheon Company—a subsidiary of the Arlington, Virginia-
based aerospace and defense company RTX—entered into a corporate resolution
with the U.S. Attorney’s Office for the Eastern District of New York and NSD for

15 Lisa Monaco, Deputy Att’y Gen., U.S. Dep’t of Just., Keynote Remarks at the American Bar Association’s 39th
National Institute on White Collar Crime (Mar. 7, 2024), https://www.justice.gov/opa/speech/deputy-attorney-
general-lisa-monaco-delivers-keynote-remarks-american-bar-associations.

16 Matthew G. Olsen, Assistant Att’y Gen. for Nat'l Sec., U.S. Dep't of Just., Keynote Speech at the American Bar
Association’s 39th National Institute on White Collar Crime (Mar. 8, 2024),
https://www.justice.gov/opa/speech/assistant-attorney-general-matthew-g-olsen-delivers-keynote-speech-
american-bar [hereinafter Olsen Speech].

7 U.S. Dep't of Just., NSD Enforcement Policy for Business Organizations, 2 (Mar. 7, 2024),
https://www.justice.gov/nsd/media/1285121/dI?inline=.

18 Qlsen Speech, supra note 20.

¥ Memorandum from Matthew S. Axelrod, Assistant Sec’y for Exp. Enf’t, U.S. Dep’t of Com. to Exp. Enf't Emps.
2-3 (Apr. 18, 2023) (on file at https://www.bis.doc.gov/index.php/documents/enforcement/3262-vsd-policy-
memo-04-18-2023/file).

20 Matthew S. Axelrod, Assistant Sec’y for Exp. Enf’t, U.S. Dep’t of Com., Remarks to BIS 2024 Update Conference
on Export Controls and Policy (Mar. 28, 2024), https://www.bis.gov/speeches/remarks-prepared-delivery-

assistant-secretary-export-enforcement-matthew-s-axelrod-biss.
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violating export controls, including Part 130 of the International Traffic in Arms
Regulations (“ITAR”).»

On November 1, 2024, prosecutors from the U.S. Attorney’s Office for the Northern
District of Florida and NSD secured a conviction against a Middle East-based
salesman of a multinational heavy machinery manufacturer with a U.S.-based
subsidiary in Northern Florida for conspiring to violate sanctions by transshipping
controlled goods through Iraq to Iran.?

On November 7, 2024, an individual pleaded guilty for his role in a transnational,
multimillion dollar scheme to illegally export dual-use semiconductors and other
sensitive technology to the Joint Stock Company Research and Development Center
ELVEES and other sanctioned entities in Russia. Prosecutors from the U.S.
Attorney’s Office for the Eastern District of New York, in conjunction with the
Disruptive Technology Strike Force and Task Force KleptoCapture, handled the
case.”

The government has also recently issued guidance to financial institutions about how

they can ensure their compliance with export regulations, underscoring their

responsibility to report suspicious activity related to potential export violations in the

wake of Russia’s further invasion of Ukraine and the enhanced national security efforts

to restrict China’s military modernization. In October 2024, DOC’s Bureau of Industry

and Security provided financial institutions with best practice recommendations to

reduce the risk of inadvertent export control violations, recommending they:

incorporate export control-related due diligence into risk management and
compliance processes, before onboarding new customers and on an ongoing basis;

21

22

23

Press Release, U.S. Dep’t of Just., Raytheon Company to Pay Over $950M in Connection with Defective Pricing,
Foreign Bribery, and Export Control Schemes (Oct. 16, 2024), https://www.justice.gov/opa/pr/raytheon-
company-pay-over-950m-connection-defective-pricing-foreign-bribery-and-export.

Part 130 of the ITAR prohibits U.S. persons from offering or receiving political contributions, fees, or
commissions related to the export of defense articles and services. It aims to prevent any undue influence on
foreign governments or officials concerning U.S. defense exports. U.S. exporters must disclose any such
payments or contributions to the Department of State. Violations can result in penalties or loss of export
privileges. See ITAR, 22 C.F.R. Part 130 (2024), https://www.ecfr.gov/current/title-22/chapter-I/subchapter-
M/part-130.

Press Release, U.S. Dep'’t of Just., Foreign National Convicted of Conspiring to Export US-Made Drill Rigs to
Iran in Violation of US Sanctions Laws (Oct. 25, 2024), https://www justice.gov/opa/pr/foreign-national-
convicted-conspiring-export-us-made-drill-rigs-iran-violation-us-sanctions.

Press Release, U.S. Dep'’t of Just., Businessman Pleads Guilty to Export, Tax Charges in Connection with
Shipments of Other Sensitive Technology to Russia (Nov. 7, 2024), https://www.justice.gov/usao-

edny/pr/businessman-pleads-guilty-export-tax-charges-connection-shipments-other-sensitive.
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e review transactions on an ongoing basis to detect and investigate red flags; and
e conduct real-time screening against certain restricted-party lists.>

U.S. export control compliance has “traditionally been of greatest concern to
exporters.”® The government, however, has since made clear that exporters are not the
only parties that must act diligently to detect and report potential export control
evasion attempts. Banks are on notice that their risk-based compliance programs should
be updated to identify high-risk customers and report related suspicious transactions to
the government.

By announcing corporate crime as a priority enforcement area, increasing its resources
to go after corporate actors, incentivizing voluntary and whistleblower disclosures, and
providing guidance to financial institutions on best practices to ensure export control
compliance, the government is strongly signaling that it will continue to bring actions
against companies in the export controls and sanctions space. Indeed, this trend is
expected to continue under new DOJ leadership, likely with a shift in focus to the
shipment of sensitive technologies to China. Considering this newfound attention,
companies, particularly those with international subsidiaries, should evaluate their
sanctions and export control risks and compliance programs to identify, remediate,
escalate, and potentially report activity that may be prohibited by sanctions and export
control laws.

¥ ¥ ¥

Please do not hesitate to contact us with any questions.

2 U.S. DEP'T OF COM., BUREAU OF INDUS. AND SEC., BUREAU OF INDUSTRY AND SECURITY ISSUES NEW GUIDANCE TO
FINANCIAL INSTITUTIONS ON BEST PRACTICES FOR COMPLIANCE WITH THE EXPORT ADMINISTRATION
REGULATIONS 1-6 (2024), https://www.bis.doc.gov/index.php/licensing/13-policy-guidance/country-guidance.

% Id.at1.
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