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PREFACE

We hope that you will find this second edition of The International 
Comparative Legal Guide to: Anti-Money Laundering useful and 
informative.    

Money laundering is a persistent and very complex issue.  Money 
laundering has been said to be the lifeblood of all financial crime, including 
public corruption and the financing of terrorism.  Over the last 30 years, 
governments around the world have come to recognise the importance of 
strengthening enforcement and harmonising their approaches to ensure that 
money launderers do not take advantage of weaknesses in the anti-money 
laundering (AML) controls.  Governments have criminalised money 
laundering and imposed regulatory requirements on financial institutions 
and other businesses to prevent and detect money laundering.  The 
requirements are continually being refined and interpreted by government 
authorities.  Because of the often international nature of the money 
laundering process, there are many cross-border issues.  Financial 
institutions and other businesses that fail to comply with legal requirements 
and evolve their controls to address laundering risk can be subject to 
significant legal liability and reputational damage.  

Gibson, Dunn & Crutcher LLP is pleased to join a group of distinguished 
colleagues to present several articles we hope you will find of interest on 
AML topics.  This guide also has included chapters written by select law 
firms in 31 countries discussing the local AML legal and 
regulatory/administrative requirements and enforcement requirements.  
Gibson Dunn is pleased to present the chapter on the United States AML 
regime.  

As with all ICLG guides, this guide is organised to help the reader 
understand the AML landscape globally and in specific countries.  ICLG, 
the editors, and the contributors intend this guide to be a reliable first 
source when approaching AML requirements and considerations.  We 
encourage you to reach out to the contributors if we can be of further 
assistance. 

 

Stephanie Brooker & Joel M. Cohen 

Gibson, Dunn & Crutcher LLP
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Chapter 2

Debevoise & Plimpton LLP

Matthew Biben

Meryl Holt Silverman

Board Oversight of AML Risk: 
How Directors Can Navigate 
an Evolving World

Introduction 
 

In 2018, U.S. financial regulators and prosecutors imposed more 

than $1 billion in fines related to anti-money laundering (“AML”) 

compliance failures.1  A theme that emerges from these enforcement 

actions is the continued emphasis on the role of individual 

compliance officers, senior executives, and board members, 

including attempts to hold these individuals personally accountable.2 

The focus on personal liability extends well beyond AML 

enforcement, forcing a spotlight onto the general oversight and 

compliance obligations of bank boards of directors.  In particular, 

the penalties imposed on Wells Fargo by the Federal Reserve in 

February 2018 in connection with allegedly fraudulent sales 

practices demonstrate regulators’ interest in and expectations with 

regard to board accountability, and have been characterised as “an 

attempt by the Fed to impress upon banks that their boards of 

directors should be vigorous, independent watchdogs – and if they 

fail, there will be consequences”.3 

Accordingly, the onus is on directors of financial institutions to ask 

the right questions to understand the bank’s business and identify 

and prioritise the associated risks.  It is critical to understand what is 

needed to effectively oversee and hold management accountable for 

complying with AML laws and regulations, as well as how to 

evaluate the bank’s AML policies and programme.  But the 

questions board members should ask extend well beyond financial 

and compliance risks to those associated with corporate culture, 

strategy, and operations. 

This article outlines the duties of directors of financial institutions 

and offers a roadmap for board members trying to navigate the basic 

AML requirements and related key risk indicators, and their place in 

effective enterprise risk management, including management of 

strategic and operational risks that implicate a bank’s business 

model and reputation.  The considerations set forth herein have 

particular salience in the context of emerging – and potentially 

higher risk – sectors, such as cryptocurrency and marijuana, which 

may pose unique oversight and monitoring challenges. 

 

Duties of Directors 
 

In the United States, the framework for fiduciary duties and 

responsibilities of members of boards of directors emerges out of 

common law, with further definition imposed by state statutes and 

evolving case law.4  The duties of care and loyalty are viewed as the 

traditional fiduciary duties owed by directors to the corporation, and 

directors are expected to carry out their corporate obligations in 

good faith.5  Courts have interpreted these overarching duties as 

giving rise to an array of subsidiary duties that comprise director 

responsibilities, which can be broadly categorised as (1) the duty to 

exercise oversight – by remaining informed about the corporation, 

regularly reviewing financial statements, and inquiring into 

corporate affairs, for example – and (2) the duty to actively monitor 

performance against risk parameters as well as corporate strategy in 

light of attendant risks.6  

The Delaware Court of Chancery set out the standard for directors’ 

duty to oversee and actively monitor the corporation in Caremark, 

holding that corporate directors have an affirmative duty to 

establish, and exercise appropriate oversight over, some form of 

internal compliance activity.7  Internal controls must be “rationally 

designed”, though the level of detail of the control framework is a 

matter of business judgment.8  In the event directors become aware 

of red flags, due to internal controls or through other means, they 

have a duty to take action.9  Caremark sets a high standard for a 

director’s breach of oversight obligations, noting that “only a 

sustained or systemic failure of the board to exercise oversight – 

such as an utter failure to attempt to assure a reasonable information 

and reporting system exists – will establish the lack of good faith 

that is a necessary condition to liability”.10   

Decisions following Caremark flesh out the contours of directors’ 

fiduciary obligations.  In 2012, the Delaware Court of Chancery 

clarified that there is a distinction between inadequate or flawed 

efforts and a conscious disregard by directors to meet their duty to 

monitor and oversee the corporation.11   

While Caremark sets a demanding standard, the Wells Fargo 

shareholder derivative litigation offers an example of allegations 

involving board processes and decision-making that could result in 

director liability.12  Plaintiff shareholders sued, in relevant part, the 

directors of Wells Fargo, alleging that they “knew or consciously 

disregarded that Wells Fargo employees were illicitly creating 

millions of deposit and credit card accounts for their customers, 

without those customers’ knowledge or consent”.13  In particular, 

plaintiffs alleged that directors allowed Wells Fargo to defraud 

customers through “cross-selling” activities.14  The complaint stated 

that the directors knew about the alleged fraudulent activity 

because, among other things, they were aware of letters from 

employees voicing concerns, complaints made through the bank’s 

ethics hotline, lawsuits related to the fraudulent sales practices, and 

investigations by government agencies.15  Plaintiffs further alleged 

that the defendant directors failed to ensure compliance with 

applicable laws, facilitated the fraudulent activity through poor 

oversight, and caused the bank to issue false or misleading financial 

statements and reports.16 

In denying Wells Fargo’s motion to dismiss and holding that the 

allegations met Caremark’s standard of conscious failure of 
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oversight, the court repeatedly referenced allegations that the 

directors had personal awareness of various red flags concerning 

Wells Fargo’s sales practices.17  Moreover, the court emphasised the 

sheer number of red flags that “collectively…support[ed] an 

inference that a majority of the Director Defendants consciously 

disregarded their fiduciary duties despite knowledge regarding 

widespread illegal account-creation activities, and…that there is a 

substantial likelihood of director oversight liability”.18  This case, 

while an outlier,19 emphasises the need for directors to heed repeated 

indicators of a certain type of misconduct, as courts may construe 

the absence of a clear response as a conscious disregard to meet the 

duty to monitor and oversee the corporation. 

Taken together, Caremark and subsequent cases require bank board 

members to stay informed about matters that could affect 

“judgments concerning both the corporation’s compliance with law 

and its business performance”.20  These cases suggest that directors 

should put in place a formal process that routinises communications 

between the board and management regarding risk indicators 

compiled in the ordinary course and more pressing matters subject 

to escalation.  Through this process, directors should proactively 

solicit and review timely and accurate information, not only about 

the compliance framework and business performance, but also 

about the broader environment and industries in which the bank is 

operating. 

 

Three Lines of Defence  
 

As a threshold matter, bank directors should familiarise themselves 

with the three lines of defence model, a widely adopted risk 

management framework.  The three lines of defence model is 

designed to help complex organisations, such as banks, define the 

roles and responsibilities of front-line business personnel, practice 

ongoing risk management, and maintain risk management 

activities.21 

The first line of defence consists of frontline employees and 

managers whose role is to manage risks and controls on a day-to-

day basis.  The second line supports senior management by 

establishing policies and procedures and overseeing the first-line 

risk management process.  Meanwhile, the third line is an 

independent assurance function performed by internal auditors who 

review the corporation’s risk management, controls, and governance 

processes at a systemic level.  Internal audit generally reports 

independently to the board or the audit committee.  The role of the 

board is to provide a “credible challenge” to the information and 

views provided by management as it carries out implementation of 

this risk management system.22  

A director is expected to monitor implementation of the three lines 

of defence framework and be comfortable that there is sufficient 

information sharing and coordination among the three lines to allow 

for effective AML compliance risk management. 

 

BSA/AML Risk Oversight23 
 

There are various ways to keep abreast of basic AML compliance 

programme requirements and expectations, starting with the Federal 

Financial Institutions Examination Council Bank Secrecy Act 

(“BSA”)/Anti-Money Laundering Examination Manual (the 

“FFIEC Manual”).24  The FFIEC Manual makes clear that the 

“board of directors, acting through senior management, is ultimately 

responsible for ensuring that the bank maintains an effective 

BSA/AML internal control structure, including suspicious activity 

monitoring and reporting.  The board of directors and management 

should create a culture of compliance to ensure staff adherence to 

the bank’s BSA/AML policies, procedures, and processes”.25   

Effective board oversight is supported by establishing a presentation 

calendar that includes regular reporting by key members of the 

management team, including the designated BSA compliance officer.  

Management is responsible for keeping the board adequately 

informed about risk-taking activities, which should include routine 

updates on key performance measurements and risk indicators that 

reflect the overall health of the bank’s AML compliance programme.  

The Office of the Comptroller of the Currency (“OCC”) publishes 

guidance that offers specific AML-related questions for directors to 

consider and ask based on this data.26 

The board also has an obligation to continuously consider whether 

the information it receives is sufficient information upon which to 

make informed decisions.  Directors may conclude that the board 

should meet with management with greater frequency, a special 

session of the board is necessary to collect additional information on 

a particular topic, an executive session of the board is needed with 

or without specific members of management, or engagement with 

management beyond the boardroom is required.  Ensuring an open 

channel of communication with management is important, as is the 

ability of key officers to speak openly with the board about AML 

compliance issues, particularly the resources needed to address 

potential programme deficiencies. 

In light of key issues that have been the subject of recent AML 

enforcement actions, directors should make sure that regular 

communications with management cover the following topics in 

relation to the bank’s AML policies and procedures. 

Assessing an AML Compliance Programme 

Directors should first review, on a periodic basis, the bank’s AML 

risk assessment.  This risk assessment should measure inherent risk, 

which is the risk that an activity would pose if no controls or other 

mitigating factors were in place.27  A residual risk rating should be 

assigned after controls are taken into account.  The assessment 

should be candid and self-critical, especially in describing the 

inherent risks of doing business in a high-risk jurisdiction or 

providing high-risk financial services.28  Smaller banks may not 

have formal written assessments, but should still engage in and 

document the assessment process. 

Second, directors should expect regular reporting from management 

regarding any uncorrected supervisory issues contained in written 

agreements, enforcement actions, or matters requiring attention.  

Although criminal law enforcement agencies may identify 

compliance failures in the course of their investigations, most 

enforcement actions are brought by regulators such as the Federal 

Reserve or the Federal Deposit Insurance Corporation for 

uncorrected deficiencies previously cited during routine exams.  In 

overseeing and holding management accountable for fixing these 

problems, directors should be wary of proposed solutions involving 

technological upgrades that might prove to be unfeasible or will take 

too long to implement.  Board members should request regular 

updates from management and tracking of important milestones to 

ensure that deficiencies are being addressed in a timely manner. 

Third, directors should know whether the bank has any uncorrected 

AML deficiencies identified by outside consultants.  Senior 

managers and compliance officers at times retain outside experts to 

review the firm’s AML compliance programme.29  Such reviews 

may be triggered by unfavourable audit or exam findings, pending 

enforcement actions, or management’s desire to proactively find and 

address problems.  Recent AML enforcement actions have 

highlighted the risks to financial institutions of failing to act on 
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documented AML deficiencies, or withholding these third-party 

reports from regulators.30  If the BSA compliance officer is new to 

the firm, directors should ask this individual to check the files for 

reports commissioned and left behind by the former BSA 

compliance officer.  

Finally, it is important for directors to understand which employees 

receive AML training and what guidance is provided with respect to 

suspicious activity reporting.  Financial institutions must ensure that 

appropriate personnel are trained in applicable aspects of the BSA.31  

Directors typically receive training that is tailored to their oversight 

role, including approving BSA/AML policies and ensuring that 

management is providing sufficient BSA/AML resources.  But a 

deeper dive into questions related to who else is receiving such 

training and how often employees are identifying and reporting 

activity should provide insight into the firm’s culture of compliance 

and whether AML compliance is viewed as a company-wide 

responsibility. 

Identifying and Responding to Red Flags 

In addition to assessing the general health of the bank’s AML 

compliance programme, there are various topics that are key to 

evaluating the organisation’s capacity to identify and respond to red 

flags.  Directors should, for instance, be aware of whether the bank 

collects and analyses consumer and fraud complaints, and whether 

there are any ongoing government investigations concerning fraud 

by or through the bank.  It is important to engage with management 

to understand possible fraud occurring at or through the institution, 

such as internet-based scams resulting in victims sending numerous 

but relatively small dollar transactions through the institution.  In 

recent years, criminal prosecutors have demonstrated interest – in 

the form of prosecutions and large fines – for firms failing to detect, 

report, and halt such transactions.32  

Directors also should inquire into the volume of suspicious activity 

reports (“SARs”) filed through the Financial Crimes Enforcement 

Network (“FinCEN”), including how these numbers stand relative 

to the bank’s peers and agency statistics.  Disclosures of specific 

SAR filings outside of the filing institution are prohibited, but AML 

compliance officers are encouraged to share this information with 

board members.  Directors should therefore expect reporting from 

management on key risk indicators, including, but not limited to: 

changes in volume with respect to transaction alerts, which identify 

unusual account or customer activity that may indicate financial 

crimes; timeline metrics, such as the average length of time between 

the identification of potential suspicious activity and filing of a 

SAR; and data that show significant spikes, drop-offs, or other 

changes in the volume of SAR filings.  Of particular concern is 

under-filing of SARs, which poses greater enforcement risk than 

over-filing.33  Board members should  inquire about tracking of “no-

SAR” decisions – i.e., when potential suspicious activity is flagged 

but BSA staff declines to file a SAR – to make sure management is 

focused on evaluating and mitigating any weaknesses in 

organisational decision-making and record-keeping in the event of a 

future regulatory inquiry.  

Beyond SARs and BSA requirements, compliance with sanctions 

regulations administered by the Office of Foreign Assets Control 

(“OFAC”) requires financial institutions to block accounts and other 

property of specified countries, entities, and individuals, or prohibit 

or reject unlicensed trade and financial transactions with specified 

countries, entities, and individuals.34  In some instances, a bank may 

fail to block or reject prohibited accounts or transactions that might, 

upon review by the OFAC, expose the company to significant fines.  

Asking what transactions the institution has failed to identify and 

block is a good starting point in assessing the institution’s customer 

base and risk profile. 

In view of the above, directors should take a critical eye as to 

whether the bank has sufficient AML resources and staff.  Directors 

must also consider whether there are Audit staff members who are 

competent and knowledgeable to test the AML programme.  A 

potentially important gauge on this point is the rate of employee 

attrition for these departments.  All institutions, large and small, at 

times experience significant increases in investigative caseloads that 

may lead to employee attrition and the loss of important institutional 

knowledge, and that may require devotion of additional resources.  

Consequently, directors should work with management to monitor 

staff adequacy based on caseload and average throughput per 

investigator.  Directors should also endeavour to find out if the bank 

has a backlog with respect to compliance alerts or cases in order to 

protect the institution from potential supervisory action. 

 

The Intersection of AML & Enterprise Risk 
Management 

 

Opportunities presented by emerging industries such as 

cryptocurrency and marijuana demonstrate the intersection of AML 

risk and sanctions considerations with enterprise risk management, 

which implicates the bank’s overall risk appetite and compliance 

culture.  Board oversight mechanisms should be designed to 

accommodate these new opportunities, but directors should be 

aware that choices regarding engagement with these sectors may 

have a significant effect on the bank’s business model, capabilities, 

resources, and reputation.  As a result, risk management requires not 

only clear-eyed attention to the legal and regulatory challenges, but 

also the operational competence and agility to capitalise on new 

developments.  

Cryptocurrency 

As evidenced by JPMorgan’s announcement of JPM Coin in 

February 2019, banks are starting to move beyond exploration of 

blockchain and arguably into cryptocurrency.35  This move follows 

rapid growth and increased investment in the cryptocurrency and 

initial coin offering markets and takes place against a backdrop of 

heightened regulatory scrutiny. 

FinCEN has made clear since 2013 that all sellers of cryptocurrency 

tokens, including in the context of an initial coin offering, are money 

services businesses and must comply with applicable AML 

requirements.36  Yet, the regulatory landscape continues to evolve as 

the industry develops and the various federal agencies tasked with 

enforcement, including the Securities and Exchange Commission, 

the Commodity Future Trading Commission, and the Department of 

Justice, engage in closer coordination.  While cryptocurrencies 

present many of the same risks as other financial technological 

innovations, peer-to-peer transaction authentication and the ability 

to operate independently of institutional intermediaries trained in 

AML compliance result in a unique set of challenges, both for 

financial institutions and their regulators.37 

The same features of cryptocurrency that render it innovative – its 

anonymity, absence of national borders, and liquidity – result in 

heightened AML and sanctions risks of which banks and their 

boards of directors should be keenly aware.  In particular, 

counterparty anonymity may pose a challenge to key elements of the 

bank’s AML programme, including Know Your Customer and 

customer identification procedures.  The cryptocurrency markets are 

also potentially exposed to risks such as facilitation of illicit 
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transactions and the transfer of unlawful proceeds, unknown 

touchpoints with criminal enterprises, as well as terrorism financing 

or evasion of sanctions.  There is, for instance, evidence that 

terrorist groups have been experimenting with cryptocurrencies 

since 2014, including through social media campaigns aimed at 

raising Bitcoin for such groups.38  Moreover, the absence of a finely-

tuned regulatory framework for the ever-changing cryptocurrency 

markets makes it especially difficult to detect and deter bad actors. 

A board and management also may ensure that their due diligence, 

account transaction monitoring, and suspicious activity reporting 

procedures are robust and efficacious with respect to dealings in 

cryptocurrency.  It may be that the development of tailored 

transaction flags and employee trainings is appropriate given the 

special features of crypto-businesses.  A board may also decide that 

it is not possible to mitigate fully the risks that cryptocurrency 

currently presents and decline to pursue the business. 

Marijuana 

The burgeoning marijuana industry in the United States also 

presents a set of unique challenges given the current rift between 

federal and state drug laws.  Marijuana is a Schedule I controlled 

substance in the United States pursuant to the Controlled Substances 

Act (“CSA”), which prohibits, among other conduct, the 

production, sale, and distribution of marijuana.39  However, with 10 

states and the District of Columbia allowing recreational use of 

marijuana and a majority of states allowing use of marijuana for 

medical purposes, financial institutions are faced with addressing 

the challenges of legalisation at the state level even as it remains 

federally illegal.  Pressures along the U.S. border also abound, as 

Canada recently legalised recreational consumption of marijuana 

and Mexico is considering similar legislation.40  

The primary risk from the perspective of a financial institution is 

attachment of U.S. criminal liability under a theory of aiding and 

abetting a violation of or conspiring to violate the CSA and/or under 

AML statutes, which prohibit financial transactions involving the 

proceeds of “specified unlawful activity”.  “Specified unlawful 

activity” covers the manufacture, importation, sale, or distribution 

of a controlled substance, as defined under the CSA.41   

For liability to attach to a financial firm under either U.S. drug laws 

or AML provisions, there must be: (1) a nexus between the 

marijuana-related business activities and the United States;42 or (2) 

conduct that violates Canadian or other applicable local law.43  The 

nexus requirement may be satisfied where a financial institution 

holds deposits for a marijuana-related business or trades in the 

securities of an entity engaged in U.S. marijuana-related activities. 

As a statutory matter, the risk of federal prosecution in connection 

with marijuana-related activity in or touching the United States is 

plausible, but authorities have to date adhered to a policy of 

nonenforcement with respect to legitimate marijuana activities in 

states where the substance is legal.  Meanwhile, marijuana-related 

activities in Canada bear a different risk profile:  where an entity 

conducts marijuana-related activities only in Canada, and does so in 

full compliance with Canadian law, the provision of financial 

services to such a business should not violate U.S. federal criminal 

laws so long as there is no indication that the marijuana is being 

imported from or exported into the United States. 

Financial institutions that are considering banking marijuana-

related businesses, therefore, must consider not only their risk 

appetite in light of the potential for federal criminal liability with 

respect to U.S.-facing marijuana activities, but also reputational 

risks given that most major financial institutions have been leery of 

engaging with the industry.  Key to any engagement with the 

marijuana industry is the implementation of an operational 

framework aimed at verifying compliance with applicable Canadian 

and U.S. laws, monitoring for marijuana-related activities that may 

touch the United States, and carrying out vigilant SAR compliance.  

Managing Enterprise Risks 

In managing risks associated with emerging industries, directors 

should ensure that their bank updates its policies and procedures in a 

way that accounts for the (1) particular AML risks associated with 

those sectors, (2) operational challenge of ensuring consistent 

treatment of these clients across business lines, and (3) potential for 

rapid changes in the legal and regulatory environment.  While 

management is responsible for implementing an AML compliance 

framework tailored to the inherent challenges of higher-risk 

industries, directors can and should play an important role in 

understanding the risks, charting a strategic approach, and monitoring 

management’s adherence to that strategy and the bank’s risk appetite. 

Directors should be sure to engage – and provide a credible 

challenge to – management in periodic discussions aimed at 

developing a shared understanding of how much risk the bank 

wishes to take, which will set the risk appetite across the 

organisation.  Further, discussions about the opportunities presented 

in areas such as cryptocurrency and marijuana should include a 

robust debate regarding the attendant risks of those activities, both 

legal and reputational.  These conversations should allow 

management to elevate risks to the board in a way that facilitates 

directors’ ability to oversee the bank’s risk-taking activities and hold 

management accountable for adhering to the risk governance 

framework.  In providing active oversight, the board may question, 

challenge, and at times oppose decisions made by management that 

might cause the bank to exceed its risk appetite or even jeopardise 

safety and soundness.44 

 

Conclusion 
 

In sum, the responsibilities of bank directors extend well beyond 

assessing and monitoring SARs and discrete financial regulatory 

requirements.  Developments since Caremark suggest that directors 

are being held to a higher standard, and should pay particular 

attention not only to repeated indicators of problematic activity, but 

also to risks in emerging sectors with the potential to disrupt the 

business and create regulatory headaches.  Ongoing monitoring of 

AML risks should translate into effective enterprise risk 

management, including management of strategic and operational 

risks that implicate a bank’s business model and reputation.  Done 

properly, this approach should protect stakeholders while helping 

the bank anticipate and mitigate key risks. 
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